










































































































































































































































































Guidelines

92.2.5

9.2.6

for Indian Government Websites

Providing regular and updated news on various issues related to the Government,
citizens etc. are very important tools of promotion. Regular revised updates on
all important issues related to Government and in interest of the citizens should
be given on the website. Frequent updates and change in contents will bring the

visitors back to the portal and will keep the readers hooked to the website.

Sending regular updates on the websites to registered and interested users through -
an electronic newsletter should constitute an important means of promotion.
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WEBSITE MANAGEMENT

10.1
Website Management Team

The success of any endeavour depends upon the backing of a strong and enthusiastic
team. In case of a Government website, the role of a Website management team assumes
paramount importance in ensuring its credibility amongst its patrons.

10.1.1 Departments MUST appoint 2 Web Information Manager whose role shall be to
ensure that there is a proper flow of content to the site and that content quality and
user satisfaction issues are taken care of. To achieve this she/he has to coordinate
with the various groups within the Department. The Web Information Manager
should undertake the following activities with regard to the Indian Government
website being maintained by her/him.

* Formulation of policies concerning management of content on the web
through its entire life cycle viz. Creation, Moderation, Approval, Publishing
and Archival. Ensuring that all content on the website is always authentic,
up-to-date and obsolete information or services are removed.

® Seta mechanism for periodically val.idating links to related information. An
automated report can provide a list of broken links on the site, which can be
immediately corrected.

* Ensuring the entry of the website at a prominent rank in all the major search
engines so that the site’s visibility is enhanced and users are made aware of

its address.

* Web Information Manager is overall responsible for quality and quantity
of information and services on the website. The complete contact details of
the Web Information Manager must be displayed on the website, so that the
visitor could contact him/her in case of some queries or requirements.

® Since the websites receive a lot of feedback/query mails from the visitors,
it is the responsibility of the Web Information Manager to either reply to
all of them himself/herself or designate someone to regularly check and
respond to the feedback/query mails.

10.1.2 Besides the Web Information Manager, a Technical Manager should also be
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appointed for every Indian Government website whose responsibilities would
be:

® Regular monitoring of website for Performance, Security and Availability. -

e Ensuring compliance with policies (organisational, regulatory, legislative,
etc.) that may require changes in website content, architecture, security, and
process.

e Periodic security audit of the website in line with major revisions.

o Analysis of traffic on website and feedback to development /management
team.

10.1.3 In case of a large website/ multiple websites, a team should be set up with
. Web Information Manager having professionals skilled in HTML authoring,
Programming, Design, Content etc.

10.2

Website Maintenance Tools

A web is a dynamic medium and a website grows with time with addition of new
content and features. The website therefore requires regular maintenance to ensure that
the quality is maintained and it meets the expectations of the visitor. With the increase
in content size and complexity it becomes difficult to manually maintain the site and
therefore automated tools should be used for updation, analysis and checking the site. It
is intended that the practice of using these tools may be adopted from the beginning as
it avoids difficulties later.

10.2.1 Website Authoring Tools

Website authoring tools is software for generating well-engineered web pages.
Lots of web page authoring tools are available in the market, as well as in the
free domain. One can choose any tool based on the requirements, however, the
following should be ensured while selecting the tool:

e It generates pages that conform to all of the requirements, recommendations
and options of this guideline

e It conforms to the Web Consortium’s Authoring Tool Accessibility
Guidelines
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10.2.2 Web Content Management System

A web content management system (CMS) is the software used for creating -
and managing web content. It is used to manage and control a large, dynamic
collection of content on a website/portal (HTML documents and their associated
documents and files). CMS facilitates content creation, content control, editing,
and many essential content maintenance functions. Usually the software provides
interface where users with little or no knowledge of programming languages
and markup languages can create and manage content with relative ease of use.
A wide variety of CMS solutions are available right from customised CMS to
enterprise class CMS software available commercially as well as in free domain.

Ease of use, support for a variety of content, automated templates, content
workflow management are some of the features to be looked into in CMS
software. For small scale websites, developers could also develop website specific
CMS solutions, as it may turn out to be cost effective in many instances.

10.2.3 Web Analytic tools

Many organisations rely on statistics regarding site usage to measure the impact
of the site and also for reorganising or enhancing their website further. Some use
simple counters while others use more sophisticated Web analyzer tools to obtain
data. Counters add little value to a site and often appear to be self-congratulatory.
Web analyzer tools provide more information and are virtually transparent to the
end user, therefore Web analyser tools should be the standard means of collecting
site usage dara. Counters should not be used to perform this function.

10.2.4 Validation and Testing

The code of the webpages, scripts, applications may be tested manually or with
automated tools to ensure that the quality of web content is maintained and all
compliance related guidelines or adhered to.

10.3
Website Monitoring ..I

Web being a dynamic medium, changes in terms of technologies, access devices and even
the requirements and expectation levels of visitors happen fairly frequently. Keeping this

> in mind, Indian Government websites MUST have a website monitoring policy in place.
Websites must be monitored periodically in accordance with the plan to address and fix
the quality and compatibility issues around the following parameters:

a.  Performance: Site download time should be optimised for a variety of network .
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connections as well as devices. All important pages of the website should be
tested for this.

b.  Functionality: All modules of the website should be tested for their 3
functionality. Moreover, interactive components of the site such as discussion
boards, opinion polls, feedback forms etc. should be working smoothly.

c.  Broken Links: The website should be thoroughly reviewed to rule out the
presence of any broken links or errors. A number of tools and techniques are
now available to easily detect the broken links in a website

d.  Traffic Analysis: The site traffic should be regularly monitored to analyse the
usage patterns as well as visitors’ profile and preferences. Traffic Analysis tools
also give reports on broken links.

e.  Feedback: Feedback from the visitors is the best way to judge a website's
performance and make necessary improvements. A proper mechanism for
feedback analysis should be in place to carry out the changes and enhancements
as suggested by the visitors.

10.4
Archi'\-’ing of Documents ..l

Government websites generally are storehouses of a large number of documents and
reports, which are of relevance and importance to specific audiences as well as citizens at
large. Many times, these documents also have historical importance and are also referred
extensively for academic and research purposes. These documents can be kept for online
access only for a specific period of time and need to be moved to offline archives on
the expiry of the pre-decided duration. This is important since these old documents
sometimes need to be referred to for regulatory or legal purposes.

The Departments MUST have a clear-cut Archival Policy with regard to such old
documents stating for how long would they be kept online, when would they be moved
to offline archives and if /when would they be permanently deleted or purged.

10.5

Compliallce with Guidelines and Standards

. Since these guidelines aim at fulfilling the common objective of making the Indian
Government websites citizen friendly and conform to high standards of quality, the
website development and management teams in all Departments should endeavor to
comply with these guidelines in earnest spirit until the time the National Standards for
ICT application are in place.
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Further, the website management teams should ensure that all Government websites
undergo and clear a security audit carried out by an authorised empanelled agency before _
being hosted, as well as after major revisions.

10.6

Website Review & Enhancement

Departments and Organisations that own Government websites, and the citizens they
serve, want these websites to be as useful as possible. Government Departments at all
levels should evaluate visitor satisfaction and usability of their websites and use the
outcome of assessments to improve the websites.

10.6.1 Besides regular feedback through feedback form, Departments may obtain visitor
feedback through online questionnaires or surveys where the visitors can be asked

to rank the website on various parameters and give detailed inputs on what more
they would like to be added on the website.

10.6.2 Detailed review of web analysis reports over a long span may also reveal a lot of
information on usage or expectations from the website.

10.6.3 In order to keep abreast with the latest technologies as well as to cater to the
visitor's demands for major changes and enhancements in the website, Indian
Governmentsites should opt to undergo a formal review by an internal group oran
external agency to further orient then towards citizens and other stakeholders.

©z2009,N1C
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Speak Out
National Portal of India has been developed by the Go ot of India with an objective window, easy access to a
amrﬁmmwm&‘mmmm T -%Pwhrm d and we are still working on
ancements. W 'V’M uphhnm Wﬁ'ﬂpmmnl
anaHMw:unmufmm “:'rwuau what you like or %ﬁ-mﬁs?ﬂﬁﬁummﬂm%'
to be added on to it.
1.How do you rate this Portal in terms of:
bt b | Ir P )
f Content & Information 01020204
I Ease of Navigation/ User friendliness 02020304
Layout & Design 01020304
Page Download Speed 01020304

2.Please tell us how you would like us to improve this Portal?

|

! Eapana ]

MMMMM“EMWW#MMMMW&“Ma&W

|
! SRS

4.Do you think this Portal is easily identifiable and stands out as an Indian Government Portal 7
O ves O o © somewhat
5.Which of the sections have you visited in this Portal?

[ citizen Pa e [ overseas [] Government
[ know India [ sectors [ How.do 17 I others.

Please tell us a little about yourself:

Name * [ ] |
E-mail ID * [ |
Country oda
state e

‘ o




_ Guidelines

for Indian Government Websites

R —

Websites represent the face of the department in the cyber world. Like the Department
itself, the website also has to continually grow and evolve. As the website grows in size
and reach the expectations of the citizen also grow. It is therefore important that we set
: down rules and regulations to operate and manage the websites effectively.

Although different policies and their need and purpose is explained in various sections
of this document for the sake of convenience, a complete list of policies along with the
section are referenced below.

1 3.1
3. Terms & Conditions 3.3
4 ’rivacy policy 3.4
5. Content Contribution, Moderation and Approval 5.2.1

~, Policy (CMAP)

' 6. Web Content Review Policy (CRPY 5.2.3
% Content Archival Policy (CAP) 5.2.6
8 Website Security Policy 7.7.2
9. | Website Monitoring Policy 10.3
10. Contingency Management 8.3

All the above policy MUST be duly approved by the Head of the Department.

C2000.N 1C.
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Compliance]

Given below is a checklist of mandato
Departments may use this checklist to
make necessary modification to ensure cor

1. Government of India Identifiers

Logo, prommendy displa
2 | Ownership information is
important entry pages of

3 | Complete and self explar
top bar of the browser) is pr

‘and on all| 2. 1.2

aringon the | 2.1.6

4 | Website is registered under 221
5 | Website provides a p k to the ] Portal’ from | 2.3.1
the Home Page and P: zing to Nat al load in new
browser window. 232
| 2. Building Confidence
6 | Website has a Cop 3.1.1

homepage.

7 | Due permissions have been
protected by copyright.

any content| 3.1.4

8 | Source of all docum part or full, is| 3.1.5

mentioned,
9 | Website has a compre 3.2.1
10 | Clear indications a wh k leads o non government | 3.2.5
website.
11 | The mechanism is in place eck the of Hyperlinked | 3.2.8
Content ;
. 4.3.4(c)
12 | Mechanism is in p ) ens tha no ‘broken links'| 3.2.9
(internal as well as ¢ age ne s,

©2009,NIC




COMPLIANCE MATRIX

2€e

Website has a comprehensive Terms & Conditions statement, linked | 3.3.1
from all important pages. .

14 | Terms & Conditions statement disclaims responsibility of the content | 3.3.3
sourced/ linked from a non Government website and clearly indicates
whether information available on the site can be used for legal purposes | 3.3.4

Or not.

15 | Websitc has a Privacy Policy linked from all the relevant pages. 342

16 | All electronic commerce transactions are handled through secure | 3.4.4
means.

3. Scope of Content : Primary Content

Aboutns

17 | All information about the department, useful for the citizen and other |  4.2.1
stakeholders, is present in the ‘About Us’ section and mechanism is in
place to keep the information up to date.

Schemes |
18 | The complete title of the Scheme is. 4.2.3(b)

19 | Website provides a complete descnpdon of the scheme along with the | 4.2.3(c)
ptowdnm for obtaining the associated benefits.

20 :Ihc validity of the scheme has been mentioned. 4.2.3(F)
Services
21 | Self explanatory title of the service is published. 4.2.4(b)

22 The website provides a complete description of the service along with | 4.2.4(d)
the procedure to apply for/avail the same.

Forms
23 | The website provides the complete title of the form along with the | 4.2.5(b)
purpose it is used for.
24 | Language of the Form (other than English) is mentioned clearly. 4.2.5 () |
i
Acts !
25 | The complete title of the Act (as written in the official notification) is | 4.2.6(a)
mentioned.
" | Documents

26 | The complete title of the Document is mentioned on the website. | 4.2.7 (c)




language of the Document (other than English) is mentioned
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The
clearly. .
[ 28 | Validity of the Document has been mentioned. " 4.5.76—r
If 29 | The official title of the Circular/ Notifications is mentioned. l 4.2.8(a) I'
!h_ 30 &Validily of the Circular/ Notification is mentioned. -] !_41'58(&) !
 Tenders and Recruitment sk BRI
| 31 | Mechanism is in place to ensure thar all Tender/ Recruitment Notices | 4.2.9
issued by the Department are published on the website. r A '
32 | Website provides a complete description of the Tender/ Recruitme 4.2.9_&)_;
notice along with the procedure to apply for the same. )
- | 4.2.10(d) |
33 | Mechanism is in place to ensure that information on old/irrelevant | 4.2.9(d) |
Tender/ Recruitment notices is removed or moved into the arch.ivc]
section. 1 4.2.10(g) |
e B P, SEE
34 | News / Press releases are displayed along with the date and these are | 4.2.11 :'
organized as per the archival policy of the website. !
win ! IO W
Contact Us | ‘_____“!l
35 | Website has a ‘Contact Us' page, linked from the Home Page and all | 4.2.12() |
relevant places in the website. [
36 |The complete contact deails of imporrant functionaries in the 4.2.12(c)
Department are given in the ‘Contact Us’ section.
Presence on the National Portal
37 | Mechanism is in place to ensure that all the Citizen Services, Forms, | 4.2.13

ts and Schemes are registered with the respective repositories

Docum (
Scope of Content : Secondary Content

Mechanism is in place to ensure that all outdated announcements are
removed from the website or moved to archive.

webpage is provided.

39 | All Discussion orums on the website are moderated. 4.3.3 ()
40 | Forevery related link, the complete URL of the Home Page/concerned 4.3.4(b)

©@2009,NIC




- COoMPLIANCE MATRIX

Scope of Content : Tertiary Content

41  Feedback is collected through online forms and mechanism is in place | 4.4.5(a)
! to ensure timely response to feedback/queries received through the "
': website. 4.4.5(c)
L 42 'The website has a readily available Help section. 4.4.6
. 43 | Complete information including title, size (playing time for audio/ 4.4.7(a)
| video), format, usage instructions and plugin to view the file is provided _
I for downloadable material including documents. 6.7.1 (a)
b 6.7.1 (b)
44 Mechanism is in place to ensure that all downloadable material is free = 4.4.7(c)
| from virus.
45  Minimum content as prescribed in the guidelines is present on the — 4.5.1
homepage.
46  Subsequent pages of the website have the minimum content as  4.5.2
prescribed in the guidelines.
47 Website is free from offensive/discriminatory language 4.7.2

Content is compiled and packaged with citizen orientation.

5.1.1

49 | The Department has a Content Contribution, Moderation and 5.2.1
[ Approval Policy (CMAP) for the website.
50 | Home page and every important entry page of website displays the last | 5.2.2
| updated /reviewed date.
|51 Department has a Content Review Policy (CRP) for the website. 323
52 All Documents/Reports have a time stamp at least on the main page. | 5.2.5
| 53 The Departments have a clearly laid out Content Archival Policy | 5.2.6
(CAP) for the website. 10.4
I 54 Clearand s;l;:lple language has been used throughout the website. 5.3.1
| 55 'The language s fiee from spelling and grammatical errors 5.3.6
i 56 | Whenever there is a change in the language of a web page it has been | 5.3.8
' clearly indicated.
57 Consistency in nomenclature is maintained across the website. 5.4.2
58 | All information, which is of direct importance to the citizen, is| 5.6.1
- accessible from the Homepage. "4
59 | Information structure and relationship is preserved in all presentation |  5.6.2

styles.
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The meaningful reading sequence is preserved in all presentation
styles.

61 | Documents / pages in multiple languages are updated simultaneously. | 572 |

Visual/textual identity elements highlighting the Governments
ownership of the website are prominently placed on the page.

63 |A consistent page layout has been maintained throughout the — 6.2.1
l website,

64 | National identity symbols like Flag, National Emblem etc., are in 2 6.3.1
proper ratio and colour.

|'. 65 -l-[indi/rcgiona-l language fonts have been tested on popular browsers . 6.4.3
for any inconsistency (loss of layout).

66 | Web pages allow resizing of text without the use of assistive| 6.4.5

technology.
67 ] Text is readable both in electronic and print format and thc_page prints 646
| correctly on an A4 size paper. oy bl B
68 | 'There is adequate contrast between text and background colour. | 6.5.1
69 | All information conveyed with color is also available without color. 6.5.4
| 70 | Alternate text is provided for non text elements (e.g. images). 6.6.4 |
71 | Websites provide textual description of audio/video clips & multimedia | 6.7.2(a) !
{ presentation. .
72 | Caption have been provided for all important audio content. 6.7.2 (b)
73 | Web pages do not contain any content that flashes for more than three = 6.7.3(a)
times in a second. i h| ]
| 74 | There is a mechanism to control scrolling, blinking content. | 6.7.3 (b)
| 75 | There is a mechanism to control (stop, pause...) audio that starts 6.7.3 (c)
| automarcially. ]
76 | All pages on the website have a link to the home page. 6.8.1
; 77 |'The positioning and terminology used for navigation items and @ 6.8.2 1
: navigation scheme is consistent across the website.
78 | There are no links to ‘under construction’ pages. | 684
|79 | Each page is a standalone entity in terms of ownership, navigation and | 685 |
|| context of content. o A s, | e
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80 | Web pages allow the user to bypass repeated blocks of content 6.8.8 i

0 .

81 | Website has either a “search” box or a link to a “search” page from every | 6.9.1 .
page of the website.

82 | Website has an up to date Site Map that is linked to the Home pageas | 6.10.1
well as to all important entry pages of the website.

83 | If the site uses frames, each frame is properly titled. 6.11

84 | Website uses Cascading Style Sheets to control layouts/styles. 723 :

85 | Website is readable even when style sheets are switched off or not | 7.2.2 |
loaded.

86 | Web pages are usable even when scripts, applets etc are turned off. 7.3.2

87 | Documents are provided either in html or other accessible formats. | 7.4.2(a)
- | Instructions / Download details for viewing these formats are

provided

88 | In content implemented using markup languages the elements have | 7.5 (a)
been use according to specification.

89 | Lables have been provided when content requires input from the | 7.5 (b)

90 | Time limit for time dependent web functions can be adjusted by the | 7.5 (c) |
user (also refer exceptions).

91 | Instructions for operating/understanding content do not rely solelyon | 7.5 (d)
characteristics like shape size location etc. ‘

92 | All input errors are flashed in text. 7.5 ()

93 | Functionalty of content is operable through keyboard. 7.5 ()

94 | Focus is not trapped in any component while navigating through | 7.5 (g)
keyboard only.

95 | Purpose of each link is clear to the user. 7.5 (h)

96 | When any component recieves focus it does not initiate change in | 7.5 (i)
context.

I

97  Changing the setting of a component does not change the context | 7.5 (j)
unless the user has been informed of the same.

98  Metadata for page like title, keywords, description and language is = 7.5 (k)
appropriately included. ' 9.1.2
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' Data tables have been provided with n tags/markup.
100 | Allcc_:mim;e_nts recieve focus in an order that preserves the meaning/ | 7.5 (m)
- operation.
| 101 | Role of all interface components can be programatically determined. | 7.5 (n) |
102 "ﬁm. website hasbeen tested on multiple browsers. 7.6 (b)
103 Website has cleared Security Audit by certified agency and has a| 7.7.1
Security Policy. 732

7. Website Hosting

104 | Websites are accessible to intended anfience in an efficient and | 82.1
| secure manner on 24x7 basis.
| 105 | The Hosting Service Provider possesses state-of-the art multi-tier | 8.2.1 (a)
' security infrastructure as well as devices such as firewall and intrusion
f prevention systems. 8.2.1(b)
[765 (The I-iosung Service Provider has redundant server infrastructure for | 8.2.1 (c)
' high availability.
| 107 | The Hosting Service Provider performs regular backup of the website. | 8.2.1(d)
B i ot : Y Ly
F 108 1 The Hosting Service Provider has a Disaster Recovery (DR) Centre in | 8.2.1 (e) |
a geographically distant location and a well crafted DR plan for the '
website, v |
109 | Web Hostm; Service Provider pmv—x-des Helpdesk & technical support 8.2.1(i)
‘on 24x7x365 basis. '
110 All pOSSiblc_SCCL;ﬁty_il';éa—S;;é_h;l;é—b;n_t-EI;E prevent defacement/ | - 83

hacking of the website and the department has contingency plan in |
place for situations like these. i

By - . -
8. Website Promotion

111 | Website ranks in the first five results on major search engines when| 9.1 |
LTl searched with relevant keywords. ,n_l
| 112 [It has been ensured that all stationery of the department as well as| 9.2.1 |

 advertisements/public messages issued by the concerned Department

prominently display the URL of the web site.

| 9. Website Management

| 113 } Department has nominated a Web Information Manager as defined in | 10.1.1 |

_|thegaddines =<0 000 00 0 : - .
114 The website has a website monitoring policy o los

15| All policies and plans are approved by Head of Department | 10.7 |
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This document is an integral part of CSMOP (Central Secretariat Manual of
Office Procedures). It shall facilitate the Indian Government Constituents to make
their websites Usable, Citizen Centric and equally Accessible by all the sections of
society, whether differently abled or having constraints of education or access to
technology.

This is the first version of the document. All efforts have been made to make it as
comprehensive as possible. We would welcome feedback & suggestions from all of
you. Your feedback is very valuable for us. It would indeed help us in enhancing/
enriching these guidelines further.

To facilitate you further we have also set up a website at
This website shall not only provide access to complete text of this document but shall

also facilitate implementation of these guidelines. Provision for online consultation
on these guidelines is also envisaged on this website.

In case you develop some website conforming to above guidelines, please let us know.
We shall be glad to acknowledge your effort on this website. It shall also become a
good reference for others to follow.

At the end I would like to expresses my gratitude to ALL who have contributed
towards the development, review & approval of these guidelines.

Looking forward to your kind cooperation & valuable support towards successful
implementation of these guidelines across the entire web space of Indian
Government.

neeta@nic.in






